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	ID
	Description

	CCSS_ICD_IMG_1
	1. 1 Purpose

	CCSS_ICD_IMG_2
	The Get Image service call provides a means for CCSS to request best known Violation Enforcement System (VES) Image from Away Agency.  If CCSS wants to get VES Image, it will use the Get Image call and send the UFM ID attribute in the UFM as input parameters.  The Away Agency will then return an Image Attachment in the form of a byte array of best known .jpg-formatted image to CCSS.

	CCSS_ICD_IMG_336
	1.1 1.1 Overview

	CCSS_ICD_IMG_337
	In order to produce the license plate image on invoice and UTC documents, CCSS would make a request to away agency to provide the best known image as determined by away agency for the associated UFM.

	CCSS_ICD_IMG_372
	1.2 1.2 Terms and Definitions

	CCSS_ICD_IMG_373
	UFM - Uniform Financial Message, containing the elements of information captured by the lane equipment during the movement of a vehicle through the lane.  

	CCSS_ICD_IMG_401
	WSDL - Web Services Description Language is an HYPERLINK "/wiki/XML"XML-based language that is used for describing the functionality offered by a HYPERLINK "/wiki/Web_service"Web service.

	CCSS_ICD_IMG_422
	Away Agency - the Agency at which the toll event occurred.

	CCSS_ICD_IMG_424
	CCSS - Centralized Customer Service System (CCSS) is the umbrella term used to describe the systems, processes, people, and facilities pertaining to customer account management, and the collection and reporting of revenue for the Agencies.

	CCSS_ICD_IMG_
	UTC - Uniform Traffic Citation

	CCSS_ICD_IMG_338
	2. 2 Non-Functional Requirements

	CCSS_ICD_IMG_360
	2.1 2.1 Communication Protocol 

	CCSS_ICD_IMG_362
	2.1.1 WSDL

	CCSS_ICD_IMG_361
	Below outlines the web service specifics that will be used for all web service requests between CCSS and each Away Agency for which this interface applies.

	CCSS_ICD_IMG_8
	Interface Type: Synchronous

	CCSS_ICD_IMG_10
	Delivery Format: SOAP Web Service Request

	CCSS_ICD_IMG_11
	Frequency: On Demand

	CCSS_ICD_IMG_12
	Interface Specification Format: WSDL

	CCSS_ICD_IMG_355
	2.2 2.2 Security

	CCSS_ICD_IMG_356
	2.2.1 Authentication Protocol

	CCSS_ICD_IMG_357
	Communication shall be through a VPN tunnel.

	CCSS_ICD_IMG_5
	3. 3 Interfaces

	CCSS_ICD_IMG_137
	These requirements detail the interface between CCSS and the Away Agency for retrieving the image from away agency.

	CCSS_ICD_IMG_6
	3.1 3.1 UFM Get Image Request Web Service Interface 

	CCSS_ICD_IMG_435
	Get Image Request Web Service Interface will provide an ability for CCSS to request images specific to specified UFM ID.



	CCSS_ICD_IMG_136
	Provider: Away Agency 

Consumer: CCSS

Trigger: CCSS makes a request to get image(s) for the UFM. 

	CCSS_ICD_IMG_444
	Normal Processing

If away agency successfully locates the best image for the specified UFM, away Agency will then return an Image Attachment of best known image in the form of a byte array of .jpg-formatted image to CCSS.

In case if the specified UFM ID belongs to ETC UFM (Valid Transponder UFM) then away agency would return byte array of .jpg-formatted roadside images retrieved from the lane Image Repository and will not be the best known image as ETC UFM images will not be reviewed at the away agency back office.

	CCSS_ICD_IMG_445
	3.1.1 Exception Handling

	CCSS_ICD_IMG_446
	The exception-handling scheme consists of exceptions that are defined as part of the WSDL for each web service – in the WSDL, these are denoted as faults.  Each exception type indicates a specific type of error that has occurred during execution of the web service call.  An exception may optionally include a string payload that contains a brief human-readable description of the cause of the exception, which may be logged for later review and diagnostic use. Successful completion of the request results in no exception but, in most cases, includes a result code.

Table below contains a list of each exception type available, which web service(s) and provider(s) can raise it, and a brief description of what may cause it to be raised.

	CCSS_ICD_IMG_447
	3.1.1.1 Web Service Exception Types

	CCSS_ICD_IMG_448
	Exception

Raised By (Provider)

Description

Recoverable Fault

Get Image Request

If the away agency is unable to process the request due to a transient or temporary condition (connection between Host and its database went down, etc.), it returns a “recoverable fault” to the CCSS.  The CCSS may then choose to re-queue the request for submittal within configurable time period. 

If no images are available, then after series of configurable attempts, the CCSS will cease further attempts and log the fault message.  

Unrecoverable fault 

Get Image Request

If the away agency is unable to process the request due to invalid arguments supplied (UFM token does not exist in the database, or database returns no image results) or some other fatal condition whereby having the CCSS resend the transaction would be inappropriate, it returns an “unrecoverable fault” to the CCSS.  The away agency will then log the fault message and the away agency will make request ineligible for re-submittal to the Host.



	CCSS_ICD_IMG_449
	3.1.2 Web Service Layout

	CCSS_ICD_IMG_450
	Service Summary Table

Interface

Provider

Consumer

Timing constraint

Get Image Request
Away Agency

CCSS

1000 milliseconds



	CCSS_ICD_IMG_406
	The data elements included in the UFM Get Image Request are provided below.  Right click on the icon and open as ‘Worksheet Object’.  
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Image Request

		Image Request Elements of Information

		Field Name		Type		Description		Units		Required?		Range		Resolution		Length		Format

		Request ID 		Integer(Long)		UFM ID that is assigned to each transaction received and persisted in the away agency transaction Host DBMS.  		N/A		Yes		1 – (263 – 1)		1		19		64-bit signed integer

		RoadSideOnly		Boolean		Indicates whether requested image should be from roadside or  best known image as determined by away agency. The request for Road-Side Image will include Best Image (if available). Road-side images are retained at the Hosts only for 60 days from transaction date.		N/A		No		N/A		N/A		N/A		TRUE= ROADSIDE                                                                                                         FALSE= NOT ROADSIDE  







Image Response

		Image Response Elements of Information

		Field Name		Type		Description		Units		Required?		Range		Resolution		Length		Format

		Return		jpg-formatted image		Image Attachments(s) for the requested UFM ID 		N/A		Yes		N/A		N/A		N/A		jpg-formatted image(s)







Unrecoverable fault

		Unrecoverable Fault  Elements of Information

		Field Name		Type		Description		Units		Required?		Range		Resolution		Length		Format

		Reference ID 		Integer 		Token generated in response to unrecoverable fault 		N/A		N		N/A		N/A		19		N/A

		Message 		String 		Reason for unrecoverable fault 		N/A		N		N/A		N/A		N/A		N/A





Recoverable Fault 

		Recoverable Fault Elements of Information

		Field Name		Type		Description		Units		Required?		Range		Resolution		Length		Format

		Reference ID 		Integer 		Token generated in response to recoverable fault 		N/A		N		N/A		N/A		19		N/A

		Message 		String 		Reason for recoverable fault 		N/A		N		N/A		N/A		N/A		N/A






